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TAN SON NHAT

Biéu miu B02.QOT03/SGN-PTC

CONG HOA XA HQI CHU NGHIA VIET NAM

Poc lap — Tw do - Hanh phiuc

Tp. Ho Chi Minh, ngay {S thdng {(ndm 2026

THONG BAO MOI CHAO GIA

Hang muc mua sim: “Thué may chii ddm may 12 thang dé trién khai phin mém
FIDS Qudc ndi va Qubc té bing QR-code va cac irng dung ndi bd ciia Cang hang
khong qudc té Tan Son Nhit qua méi truwong internet”

Cang hang khong qudc té Tan Son Nhat - Chi nhanh Tong cong ty Cang hang
khong Viét Nam - CTCP t6 chirc moi chao gia rong rai hang muc mua sim: “Thué may
chu dam may 12 thang dé trién khai phan mém FIDS Qudc ndi va Qudc té bang QR-
code va cac ing dung ndi bd ciia Cang hang khong qudc té Tan Son Nhit qua moi

trudng internet”.

bé nghi cac co quan, don vi quan tdm nghién ctru va gui HO so chao gia theo cac

yéu cau sau day:

1. Yéu cau veé ho so chao gia:

v Yéu cau doi véi hang hoa:

STT

Tén, quy cach hang hoa, hiéu suit ning
lwgng, dich vu

Pvt

S6 lwrgng

THUE DICH VU TAI NGUYEN PAM
MAY (CLOUD RESOURCE COST)

May chu a0 Web

-vCPU: 8
- RAM: 32 GB
- SSD: 150 GB

May chu a0 Web API

-vCPU: 4
-RAM: 8 GB
- SSD: 100 GB

May chu do Database

-vCPU: 4
- RAM: 24 GB
- SSD: 450 GB
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Biéu miu B02.0T03/SGN-PTC

Tuong ltra 40 hod NGFW (bao vé cac may

chu 40)

4 | -vCPU:4 Bo 1
-RAM: 8 GB '
- SSD: 100 GB

- THUE DICH VU PAM MAY KEM
THEO

5 | Diachi IP cong cong (Global IP Address) Cai 3

6 Hé diéu hanh Windows Server 2016 DC/ B 3
Window Server 2019 DC °
Phan mém co s& dit liéu Microsoft SQL .

7 Bo 1
Standard

o |He diéu hanh Tuong lira WAF (bao vé may 5 |
chu ing dung Web) i

9 Hé diéu hanh Tuong lta 40 hoa NGFW (bao Bs 1

vé cac may chu 40)

III | THUE SAO LUU DU LIEU (BACK UP)
10 | Dung lugng 6 dia: 300 GB Bo 1

2. Yéu ciu chit lwong, ky thuit:

v" Yéu ciu ky thuit chung:

- May chu ddm may dat tai Viét Nam
v’ Yéu ciu k¥ thuit chi tiét:

STT TINH NANG YEU CAU CHI TIET

Mai hoa dir liéu:

M3 hoéa tit ca dit liéu khach hang trong khi luu giir. Khong
ro i, khong danh cip va khong xam nhép vao dit liéu cua
khach hang trong sudt qua trinh van hanh va bao tri.

Tuén thu:

Pon vi cung cp chdng lai viéc sir dung phdn mém vi pham
ban quyén dudi bat ky hinh thirc ndo. Hoan toan tuan thu
luat phéap, quy dinh va tit ca phian mém dam may déu dugc
lly quyén va cap phép chinh thirc.

Tiéu chi vé an toan bao
mat

B02.QT03/SGN-PTC LAan ban hanh/ stra dbi: 03/00 2
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Biéu miu B02.0T03/SGN-PTC

Ti€u chi céc ching chi
vé€ Dich vu dién toan
Dam may

Chimg chi quéc té:

- Dich vu Dién toan dam may dugc dat ¢ cac Trung tAm dit
liéu c6 chirng nhan ISO 9001:2015

- Co6 chung nhe_"m’ An toan bdo mét thong tin trén hé théng
dién toan dam may ISO 27017:2015

- C6 chimg nhan Hé théng quan 1y an toan thong tin ISO
27001:2022

- Dich vu ha tang dat tiéu chudn bao mat PCI DSS (Payment
Card Industry Data Security Standard)

- bam b?lo ha tang trung tdm dit lidu cua NCC‘ chao gia theo
tiéu chuan qudc t€ Uptime Tier 3 trd 1én tai HO Chi Minh
HOb tro ctia hoat dong dich vu 24/7

Kha nang backup/ du
phong

Nén tang quan ly tap trung, APIs, va tinh chi phi str dung
Cam két SLA 99.99%
Pa Chi nhanh tai TP Ha Noi va TP HO6 Chi Minh

Nén tang cong nghé ao
hoa

Dich vu may chu 4o dugc phét trién trén nén tang ha tang
manh mé& vé6i phan mém 4o hoa hang dau thé gi¢i VMware.
Tét ca may chu 4o cip phat déu duge chuén An toan thong
tin ISO 27017:2015

CPU 8 x vCPU x 2.10GHz
RAM 32 GB
Disk 150 GB IOPS 4000

Phan mém hé diéu
hanh

Windows server 2019

IP WAN

CPU 4 x vCPU x 2.10GHz
RAM 8 GB
Disk 100 GB IOPS 4000

Phan mém hé diéu
hanh

Windows server 2019

B02.QT03/SGN-PTC
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Biéu miu B02.QT03/SGN-PTC

IP WAN 1
IV | M4y chi 4o hoa CSDL
CPU 4 x vCPU x 2.10GHz
RAM 24 GB
Disk 450 GB IOPS 4000
i:jﬁ mém he diéu Windows server 2019
Phan mém CSDL MSSQL
V | Tudng lira &0 hod WAF (bdo vé may chi émg dung Web)

Thiét ké

Web Application Firewall (WAF), thong lugng
(Throughput) 200Mbps

Bao mat web va bao vé
trng dung khoi cac
cudc tan cong

Elastic Scaling: Kha ning mé rong linh hoat véi kién tric
mé rong ngang tu dong va hiéu suat cao

Béo vé zero-day chéng lai cac khai thac chua dugc cong bd

Common web attacks — OWASP Top 10: Xac thuc HTTP,
ngan chin tiém, bao vé ro ri dit liéu va chan tan cong tu
dong: dap tmg OWASP top 10

WAF bao vé cac tmg dung web khoi cac 16 hong phd bién
duoc xac dinh béi Du éan an ninh Ung dung Web M¢
(OWASP), nhu tan cong chén SQL (SQL Injection — SQL1)
va tan cong chéo kich ban (Cross-site scripting — XSS),
dong thoi cung cap kha nang tuy chinh bd quy téc cho timg
Ung dung.

Béo vé trude 10 loai tan cong phd bién theo chuén
OWASP, bao gdm kiém tra hop 16 HTTP, chdng chén ma
(injection), bao vé chéng 10 ri dir liéu, chan ty dong cac
cudc tan cong va bao mat tng dung dic thu.

Béo vé cho cac ing dung API (JSON, XML) va AJAX, bao
gdm ca viéc viét tap lénh cho céc 15i logic tng dung.

Béo vé chong tan cong véi DDoS co ban.

Kiém tra tuan thi HTTP nang cao, bao gdm quét tai tép lén
va nhap DAST.

B02.QT03/SGN-PTC
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Biéu miu B02.QT03/SGN-PTC

Hb tro nhiéu phién ban Core Rule Set (CRS) va dinh vi dia
ly IP.

Quan tri va Cau hinh

Trién khai theo timg mg dung dé bao vé tily chinh va nang
cao hiéu suét (mg dung.

Granular Role-Based Access Control (RBAC) dé quan ly an
toan cac chinh sach va hd so WAF.

Ma 16i/trang c6 thé tly chinh, trién khai quy tic dé dang va
don gian chi can tré va nhap dé quan ly chinh sach.

Trién khai va tich hop hoan toan tu dong vao cac duong
6ng CI/CD thong qua REST API.

Logs va Phan tich

Phaén tich theo thoi gian thuc va lich su vé céc su kién
WAF, hanh vi ing dung va cic mau tan cong.

Thu thap nhat ky toan dién v&i phan tich chi tiét vé cac su
cd bao mat bi chan.

Cép nhat méi de doa truc tiép (vidu: IP reputation chir ky)

tir cac ngudn phan tich méi de doa hang dau trong nganh

VI Tu‘émg lira a0 hod NGFW (bao V& cac mdy chu;ao - ;

Thiét ké Virtual Appliances VM02V (UTP llcense)

CPU 4 x vCPU

RAM 8 x GB

Disk 100 GB

IP WAN 1
Tuong Itra s€ c6 hi¢u suat vuot tfcf)i cho I’Pv4, IPv6, SCTP
va luu lugng Multicast v6i do tré cuc thap.
Web Security:

Tinh ning HJ tro ché do kiém tra loc web: Proxy-based, flow-based va

DNS

Co ché loc web tu dong véi co sé dit liéu phan loai web
theo tho1i gian thuec.

IPS Service

B02.QT03/SGN-PTC
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Biéu miu B02.QT03/SGN-PTC

Hon 11,000 signatures va cdp nhit véi nha san xuat, phat
hién giao thurc bat thuong, ngudng bat thuong, signature tu
dinh nghia.

Anti-Malware:

Chén fiia chi IP méy chu botnet véi co s¢ dir li€u uy tin IP
toan cau

Giao thirc va loai tép dugc Anti-Virus kiém tra:

- Hd trg HTTP, FTP, IMAP, POP3, SMTP, NNTP, MAPI,
CIFS va SSH

- Phat hién dir liéu ma héa véi SSL Inspection

- HO tro phat hién Grayware va Mobile Malware
Automation:

H5 tro chiic nang tu dong hoa: qu’én tri vién l4p trinh san
hanh vi phan ung khi c6 cac sy co (incident/ event), vi du
cé}ch ly host khi phét hién lay nhiém; G&i email, canh bao
dén quan tri vién hodc ty dong thuc, hién CLI ,Script khi
CPU sap qua tai/ c6 thay doi trén cau hinh thiét bi...

HO trg tinh nang IPSec Aggregate tunnels:

- Hb trg cAn bang tai trén timg géi tin (Per-packet) theo céc
thuat toan: IP Addresses, L4 information va (weighted)
round-robin.

- HO tro cac kiéu trién khai IPsec VPN: két ndi VPN truc
tiép gitra hai gateway, mot gateway chu (hub) két ndi véi
nhiéu gateway nhanh (spokes), tit ca cac gateway két ndi
truc tiép, Tunnel dy phong.

VPN Gateway

- Két nbi truc tiép sir dung tuong lira cho SSL va IPsec
VPN.

- Pam may két hop trang web véi trang web IPsec VPN
- VPN truy cép tu xa

SD-WAN:

Can bang tai WAN theo cac thuat toan dwa vao trong sb
(weighted) sau: Volume, Session, Source-Destination IP,
Source IP va spillover.

Kiém tra két ndi WAN theo SLAs:

B02.QT03/SGN-PTC
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Biéu miu B02.QT03/SGN-PTC

- Ping hoac HTTP

Chinh sach da duong thong minh dugc dinh nghia baoi:
- Dia chi ngudn va/hogc nhém ngudi ding

- Dia chi dich va/hoéc lya chon hon 3,000 ing dung

- Lua chon duong di (path) dua theo chit luong hodc SLAs
dugc dinh nghia

Application Control

Phat hién hang ngan g dung trong nhiéu danh muc nhu:
Cloud IT, Collaboration, Email, Game, Mobile, Network
Service, P2P, SocialMedia, Video/Audio, VoIP, Web Chat.
DOS

Thiét bi c6 kha nang chéng tan cong DOS co ban véi cac
tinh ndng: TCP Syn flood, TCP/UDP/SCTP port scan,

ICMP sweep, TCP/UDP/SCTP/ICMP session flooding
(source/destination)

Tinh néng ludng Iua (firewall) 16p 04

Chia tai may chu (loadblance)

Tinh nang dinh tuyén mang 4o (router)

Tinh nang chuyén tiép mang (port forward)

Két ni dir liéu truyén tai giita cac may chu (cloud zone),
tbc do 10Gbps

Két ndi Internet, tdc dd 03 Mbps qudc té + 100Mbps trong
nudce trén moi IP WAN

Mirc cam két chat luong dich vu (SLA) dat t6i thiéu
99,99%

Puong truyén dir liéu tbc do 100Mbps két ndi truc tiép tir

khach hang dén Cloud

B02.QT03/SGN-PTC
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Biéu miu B02.OT03/SGN-PTC

Used Size GB 300GB

S6 ban backup Iuu t6i da 7, bao gdm 1 ban backup full va 6

Retention Points , :
ban backupincremental

Interval Daily: backup hing ngay

Tich hgp Data Veeam dugc tich hop véi hé thong cong thong tin cua dich
Protection v6i Veeam | vu Cloud

Centralize Portal for Backup
Giao dién quan tri may do va sao luu may ao dugc thuc
hién trén 1 portal

Standard VM Recovery
Khoi phuc may &o tir ban sao luu
Tinh ndng Recovery Instz%nt VM Recovery y ’

Khoi phuc may 4o chay truc ti€p trén hé thong backup.
Khéi phuc VM nhanh
Véi tinh ning Instant Recovery hd tro hé thdng cuia khach E
hang khéi dong truc tiép VM di duoc backup ngay trén b ;
Backup Storage nhiam dam bao dugc tinh lién tuc cua hé 'G";:
thong e

3. Yéu ciu vé trién khai va thanh toan: ,/Q

- Thoi gian trién khai dich vu: trong vong 72 gio ké tir ngay hop dong c6 hiéu luc
- Thoi gian nang cép tai nguyén: (vCPU, RAM, SSD) cua hé théng trong vong 01
ngdy lam viéc sau khi hop déng c6 hiéu luc.
- Pia diém thuc hién dich vu: Cang hang khong quéc té Tan Son Nht.
- Gia chao: @ nghi chao gia hang héa tron géi, da bao gdm toan bo chi phi, thué
GTGT. Pong tién chao gia, thanh toan: VND.
- Thanh toan: P& nghi chao gi chi tiét phuong thirc thanh toan. Piéu kién tam tng
khong chap nhan > 20% gia tri hop dong.
4. Thanh phén hd so chao gia: bao gia do nha cung cdp chudn bi phai bao gém céac
ndi dung sau:
- Pon chao hang theo Mau 01;
- Biéu gia theo Mau 02a, 02b;
- Céc ndi dung can thiét khac:

e Gidy phép dang ky kinh doanh con hiéu luc.

B02.QT03/SGN-PTC LAn ban hanh/ stra ddi: 03/00 8
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5. Thoi han hiéu I cia hd so chao gia:
- Hiéu luc ho so chao gia: 45 ngay ké tir ngayZ®/40/2026.

- H’é) SO ghéo gia Rhéi dugc ky boi dai diép c¢6 thAm quyén co quan, don vi va dong
dau. SO lugng ho so chao gid: 01 ban goc va 02 ban chup.
6. Thoi han, dia diém giri hd so chao gia:
- Thoi han gti hd so chao gia: trude 10 gid 00 ngay20/4p/20246
- Phuong thirc guri ho so: gt truc tiép/buu dién theo dia chi n{g; ho so chao gia.
- Pia diém nhan hd so chao gia:
o Die} ch,i: Phong Ké hf)ach - Pau tu (P.114) - Vin phqng Cang hang khong
quoc té Tan Son Nhat, Phuong Tan Son Hoa, Tp. HO Chi Minh.
7. Thong tin lién hé:
- Cang hang khong quéc té Tan Son Nhat - Chi nhanh Téng cong ty Cang hang
khong Viét Nam - CTCP.
- Phong Ké hoach — Pau tu (P.114)
- Tel: 083.8485.383- Ext: 3623
- Nguoi lién hé: Mr Qudc.
8. Yéu ciu dbi véi nha cung cap:

Co dang ky doanh nghiép/dang ky hoat dong hop phép.

Khong dang tranh chap, khiéu kién, xung dot quyén loi vdi Tong cong ty Cang
hang khong Viét Nam-CTCP.

i-dien hop phap cuia chi dau tw
%NeHO GIAM POC

>

4 CHINHANHTONG CON
CANG HANG KHOW
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Biéu miu B02.QT03/SGN-PTC

BIEU MAU
Mau s6 01
PON CHAO HANG
Ngay: [Dién ngay, thang, ndam ky don chao hang]
Tén hang muc mua sam: [Ghi tén hang muc mua sdm theo théng bdo moi

chao hang]

Kinh gui: Cang hang khong qudc té Tan Son Nhét

Sau khi nghién ctru ban yéu cu bao gia va vian ban sira doi ban yéu cau béo gia
sO [Ghi s6 cua vin ban swa doi (néu c6)] ma chung toi da nhan duoc, ching to1,

[Ghi tén nha cung cdp], cam két thuc hién hang muc mua sim [Ghi tén hang
muc mua sim] theo diing yéu cau ciia ban yéu cau bao gia véi tong s tién la [Ghi
gid tri bang so, bang chir va dong tién] cung vai biéu gia kem theo. Thoi gian thyc hién
hop dong la [Ghi thoi gian thuc hién tat ca cdc cong viéc theo yéu cau cua hang
muc mua sam].

Chung t6i cam két:
1. Chi tham gia trong mgt bdo gia nay vai tu cach la nha cung cap chinh.

2. Khong dang trong qua trinh giai thé; khong bi két luan dang 1am vao tinh trang
pha san hodc ng khong c6 kha nang chi tra theo quy dinh cua phap luat.

3. Khéng vi pham quy dinh vé bao dam canh tranh trong qua trinh chao hang.
4. Khong vi pham cac hanh vi bi cdm trong khi tham dy hang muc nay.

5. Khong dang tranh chép, khiéu kién, xung dot quyén loi v6i Tong cong ty Cang
hang khong Viét Nam-CTCP.

Néu bao gia ctia ching t6i dugc chép nhan, ching t6i sé thuc hién cung cap hang
hoéa theo quy dinh cua ban yéu cau bao gia.
Béo gia nay c6 hi€u luc trong thoi gian _ ngay, ké tr ngdy  [Ghi ngay,
thang, nam cé thoi diém nop ho so chao gid].
Pai dién hop phap cia nha cung cap
[Ghi tén, chitc danh, ky tén va dong dau]
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MAu sb 02a
BANG TONG HQP GIA CHAO

STT Noi dung Gia chao
1 Hang hoa (M)
2 Dich vu lién quan (I)
Tong cong gia chao M) +(I)

Pai dién hgp phap cia nha cung cz"ip

[ghi tén, chirc danh, ky tén va dong dau]

N SN
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BANG GIA CHAO CUA HANG HOA

MAiu sb 02b

Dai dién hop phap ciia nha cung cép

1 2 3 = 2 6

7

Xuét X1,
. kv ma Pon gia
Danh muc hang| Ponvi | Khéi y Imd :

Thanh tién

TT hiéu, nha
= hoa tinh lll’Q'llg l@l’l n oan (Chll'a (Chll’a VAT)
maccua | VAT) | (Cot4x6)
san pham
1 |Hang hoda thu 1 M1
2 |Hang hoa thir 2 M2
n | Hang hod thir n Mn
VAT 10%
Tf‘)ng cong gia chao ciia hang hoa da bao g(“)m thué, phi, M=M1+M2
+...+Mn

1¢ phi (néu c6)

[ghi tén, chirc danh, ky tén va dong dau]

B02.QT03/SGN-PTC Lan ban hanh/ stra d6i: 03/00
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